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Abstract

This document provides information about Quality of Service (QoS) support for audio-video (A/V) scenarios on home IP networks for the Microsoft® Windows Vista™ operating system. It describes the Quality Windows Audio/Video Experience (qWave) framework and provides guidelines for independent hardware vendors (IHVs) and independent software vendors (ISVs) to develop solutions that support this framework.

This information applies to the next version of Microsoft Windows®, Windows Vista.
The current version of this paper is maintained on the Web at:
http://www.microsoft.com/whdc/
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Introduction

This document provides the following information about Quality of Service (QoS) for audio and video (A/V) scenarios on home networks using Microsoft® Windows Vista™.

· History of QoS in Microsoft Windows® operating systems.

· Home A/V streaming scenarios.

· Wireless home networks and A/V streaming.

· Quality Windows Audio Video Experience (qWave).

Requirements for independent hardware vendors (IHVs), independent software vendors (ISVs), and OEMs who want to develop home networking solutions.

For the purposes of this document, QoS refers to the mechanisms used to provide a desired level of network service to an application on IP-based networks. The network service parameters may include bandwidth, jitter, latency, and packet loss. The desired level of network service can be achieved by explicitly reserving bandwidth on the network or by providing preferential service to selected network traffic while providing best-effort service to all other traffic.

The next release of the Windows operating system, Windows Vista, will address QoS requirements for the following scenarios (Figure 1):

· Traffic that travels within the home.

· Traffic that travels into or outside of the home using broadband connections.

· Traffic that travels within an enterprise environment.
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Figure 1: Network QoS Scenarios in Windows Vista Timeframe

The focus of this document is QoS for traffic that travels within the home. In particular, this document describes QoS for A/V streaming traffic that competes with other data and best-effort traffic and QoS for wireless (Wi-Fi) home networks. The Windows Vista release will provide a QoS solution, codenamed Quality Windows Audio Video Experience (qWave), to support home network scenarios such as these.

History of QoS in Windows

QoS mechanisms in Windows operating systems have undergone significant change in the last few releases to meet network performance needs arising from the trend toward bandwidth-intensive applications.

Windows 2000 introduced the Generic QoS (GQoS) application programming interface (API) as a framework for QoS. The GQoS API provided access to QoS mechanisms that were available as part of the networking stack, including the Resource Reservation Protocol (RSVP) for signaling and reserving resources on the network; traffic shaping and filtering mechanisms; and Layer 2 and Layer 3 priority-marking mechanisms. Windows 2000 also provided tools, such as Subnet Bandwidth Manager (SBM) and QoS policy control.

In Windows XP, the focus is on prioritization and traffic shaping mechanisms. Although GQoS continues to be the application interface for accessing prioritized QoS, the reservation mechanisms have been removed. The kernel component that implements prioritization and traffic shaping is the QoS Packet Scheduler (Psched.sys), which is accessible through the GQoS API and through a lower-level application interface called the Traffic Control (TC) API. The TC API provides control of QoS mechanisms (such as prioritization and shaping) at the host level, rather than at the application level, but it requires administrative privileges to be invoked. The QoS mechanisms provided in Windows XP support enterprise QoS needs for wired networks. In Windows XP Service Pack 2 (SP2), the GQoS mechanisms will allow the application to set Layer 3 priorities only. Applications that set Layer 2 priorities for their traffic will have to implement an independent service with administrative privileges to set Layer 2 priorities using TC APIs. 

In the Windows Vista release, these QoS mechanisms will continue to support enterprise QoS needs, but now that home networks and wireless technologies have become common, consumers need QoS support in the home. In the Windows Vista release, qWave will provide this support. In addition, some existing QoS mechanisms, such as Psched.sys, will be extended to address home network scenarios.
Home Audio/Video Streaming Scenarios
Home networks are increasingly being shared by both data and A/V applications. The PC, with technologies such as Windows Media Center, is leading the way to merge data and entertainment technologies in the home. This document is based on the following assumptions about home networks in the next few years:
Most home networks will be based on Wireless Fidelity (Wi-Fi) technologies, but Ethernet will continue to be an option.
For a good wireless A/V experience, consumers will deploy high-speed wireless technologies, such as 802.11a
 or 802.11g. 802.11b networks will be used by data applications only.
Most home networks will consist of a single IP subnet (that is, most homes will have only one router, which will be at the edge of the home network in an Internet Gateway Device [IGD]).
Home Network Topologies and Traffic

The most common home network topology will include of a mix of wireless and wired networks. A broadband connection through a cable or a Digital Subscriber Line (DSL) modem will connect the home network to the Internet. One or more wireless base stations will be connected to this home network. These wireless base stations might be integrated with an Ethernet hub or switch to form a combination wired and wireless device. They also might be integrated with the cable or DSL modem to form a residential gateway.

Some computers or laptops connected to this home network may run legacy operating systems, while others may run Windows Media Center and act as a media server for the home. These computers can connect to the home network by using either wired or wireless technology. For wireless connectivity, a computer may have a built-in wireless network adapter or it may connect to an external Ethernet-to-wireless or a USB-to-wireless bridge.

One or more sink or rendering devices can also be connected to the home network. These sink devices (Figure 2) connect to a display device, such as a television, and render A/V real-time content from a Windows Media Center PC. Windows Media Center Extender is an example of a sink device. This technology will be available on an IP set-top box (a dedicated computing device that serves as an interface between a television set and a broadband network), or on other devices, such as an Xbox. Sink devices can have a wireless or wired connection to the home network. Other devices connected to the home network include network printers, scanners, fax machines, and video or digital cameras.
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Figure 2: Examples of Sink Devices

A/V streams that cross a home network may be standard MPEG-2 streams (about 6.5 mega bits per second [Mbps]), Windows Media video streams, or high definition (HD) streams. These streams may originate from a Windows Media Center PC and can terminate on other computers on the home network, as well as on sink or A/V-rendering devices.

Data streams can originate from the Internet, such as e-mail and Web traffic, and be destined for one of the computers in the home, or they can originate from a computer within the home and terminate on a device, such as printer, within the home.

The following figure shows the topology of a home network with simultaneous A/V and data traffic.

Two high definition (HD) video streams are running over the home network from a computer in the den to sink devices in the family room and master bedroom.

A tablet PC is accessing e-mail over the Internet.

A live gaming session is accessing the broadband connection to the Internet.

A job is printing on the network printer.
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Figure 3: Home Network Topology with Simultaneous A/V and Data Traffic

A traffic scenario such as this, with multiple high-quality video streams and multiple data streams, is likely in the Windows Vista timeframe.

Wireless Home Networks and Audio/Video Streaming

Because of its convenience and flexibility, Wireless Fidelity (Wi-Fi) is becoming the standard network in the home. Today, it is primarily used for data networking, but market trends suggest that home A/V scenarios will soon drive the demand for wireless technologies. It is quite likely that Media Center Extender devices will connect to computers running Windows Media Center Edition by using wireless connections.

Unlike wired networks, wireless networks suffer from physical limitations, such as the following:

Limited bandwidth.

Large variance of latency.

Limited reach.

Bandwidth instability due to physical obstructions, RF interference, and problems with physical implementations (for example, sensitivity to antenna location).

The limitations of Wi-Fi technologies present the following challenges for A/V streaming applications within the home:

A/V streaming has strict QoS requirements in terms of bandwidth, delay, and jitter. Unlike data traffic, A/V packets that do not arrive at the sink on time result in poor quality A/V playout and in user dissatisfaction.

A/V streaming scenarios in the home require fast TV turn-on and channel-change times. This requirement places stringent response time constraints on the QoS framework for starting and switching A/V streams.

Digital Video Recorder (DVR) operations, such as fast-forward and rewind, can require as much as three times the nominal stream bandwidth if performed at full frame rate. Under limited bandwidth conditions, fast-forward and rewind can be performed using selective frames (I-frame-only mode does not require as much bandwidth as standard TV).
 This is a tough requirement for QoS, especially given the unpredictable network delays on wireless networks.

A/V applications are adaptive, which means that an A/V application can reduce its network resource requirements if the network conditions degrade. If it is notified of network degradation in time, the A/V application can invoke transrating or transcoding to lower quality video without significantly impacting the user experience.

Although wireless networks in the home will probably be based on 801.11a or 801.11g in the near future, new wireless technology with potential for faster speeds, such as 802.11n and Ultra Wide Band (UWB), are some other alternatives. Although these technologies make progress on the bandwidth front, they are expected to have range problems when compared to the slower wireless technologies available today. This situation implies that, in a system supporting faster wireless technologies, the distance between the client and wireless access point (AP) becomes a more critical factor for achieving the target speed. The QoS mechanisms discussed in this document will be needed on the faster wireless networks to help balance speed and distance.

Quality Windows Audio Video Experience (qWave)

qWave is a collection of QoS-related software modules that run on devices in the home network. qWave supports multiple A/V streams (real-time flows requiring QoS) and data streams (best-effort flows, such as e-mail) simultaneously over the home network, while providing a high-quality A/V user experience. qWave is targeted for home A/V scenarios and is disabled in other environments, such as an enterprise.

The devices cooperate to ensure that data streams (for which the application has requested QoS) receive the level of quality that they were granted upon admission to the network.

In light of the bandwidth-instability challenges posed by Wi-Fi, qWave takes a “feedback loop” approach to QoS, which is briefly summarized as follows:

1. When a media application is ready to start a new stream, it requests admission from qWave, which probes the network (using QoS measurement experiments) to determine whether enough bandwidth is available to start the new stream. Because Wi-Fi bandwidth can fluctuate, admission is not a guarantee of bandwidth.

2. qWave monitors the network conditions. If it detects network overload (for example, caused by a drop in Wi-Fi bandwidth), then it informs the application.

3. The media application is adaptive. It invokes transrating to lower the bandwidth of the ongoing A/V stream(s). Video quality is affected (for example, the resolution is lowered), but glitches are avoided.

4. qWave monitors the network for improvement in conditions. If it detects improved conditions, it notifies the application so that the application can return to streaming at the higher data rate.

qWave does not rely on reservation techniques such as RSVP for home A/V streaming because bandwidth reservation guarantees are meaningless if the Wi-Fi station moves away from the AP or if some obstruction or interference causes a drop in link bandwidth. Further, in price-sensitive home networking markets, reservation-based QoS features might make devices costly. qWave uses traffic prioritization and other throughput, range, and stability-enhancement mechanisms available in network equipment, such as APs and Wi-Fi network adapters. These mechanisms include 802.1p support for switches, hubs, and network adapters, and Wireless Multimedia Extensions (WME) support in wireless APs [1].

qWave provides the best experience when both the source and the sink devices are qWave-enabled and the network supports traffic prioritization. However, qWave also provides a good experience without priority support in the network or with legacy devices. In addition, a lightweight version of qWave functionality will be available for embedded devices that serve only as rendering devices and not as sources of A/V streaming traffic.

qWave Architecture

Figure 4 shows a high-level architecture of qWave, which consists of the following main components:

· Admission control

· Caching

· Monitoring and probing

· Traffic shaping and tagging

Admission control interfaces with applications and exposes the API used by applications to invoke qWave services. qWave also interfaces with the A/V transport protocols, such as Real-time Protocol (RTP) and Real-time Control Protocol (RTCP).
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Figure 4: qWave Architecture

Admission Control and Caching

When a media application is ready to start a new A/V stream, it first invokes qWave to determine whether enough bandwidth is available to sustain the new stream under current network conditions. qWave runs algorithms for this purpose. These algorithms involve sending traffic from the A/V source device to the sink device, and observing, measuring, and monitoring the performance of the network. If the requested bandwidth can be sustained, qWave admits the new stream; otherwise, it rejects the stream.

qWave algorithms can run while A/V streams travel through the home network. A combination of various schemes in qWave ensures that the traffic generated by these algorithms does not disturb the A/V streams.

The network measurement algorithms run by qWave can take several seconds to complete, which adversely affects TV turn-on times. For this reason, qWave uses caching techniques. Caching is effective because the home user repeats the same A/V experiences again and again. The cache is populated after a user has watched TV or listened to the radio, thereby making a high cache hit rate possible. When an application requests admission for a stream, qWave first checks the cache. If it finds a match, it does not run detailed network performance measurement algorithms, but instead returns the cached data.

Instability of Wi-Fi network bandwidth interferes with accurate measurement of the network and makes cached entries invalid. qWave uses techniques to ensure that accurate results are available with a high cache hit rate.

Because network measurements taken on Wi-Fi networks when a stream is started might not be valid for the duration of the stream, qWave tracks instabilities in bandwidth and makes this information available to the application. The A/V application can then make intelligent decisions before starting a stream, such as to not start a new stream at all or to always run the new stream in a low bit-rate mode.

Distributed Admission Control

When multiple computers or devices in the home are used as A/V sources, they must be synchronized when starting new streams to ensure that admission control probes do not interfere with each other. qWave uses a simple message-based protocol to serialize concurrent admission control requests from multiple devices.

Network Monitoring and Probing

On wireless networks, network conditions (such as bandwidth, latency and jitter) can change over time for several reasons, such as interference from devices, mobility, multipath, and Raleigh fading. These variations can impact ongoing A/V streams and result in glitches in the A/V play-out. The solution to this problem is to develop an adaptive application that can adjust its QoS requirements to match the current network conditions.

An adaptive application can register with qWave to receive notifications of changes in network traffic conditions and can use these notifications to trigger transrating or transcoding mechanisms. Traffic changes can result in either degradation or improvement in network conditions. The application can respond by lowering the stream’s bit-rate in the case of degradation or by increasing the bit-rate in the case of improvement. In this way, the application can degrade gracefully when network bandwidth becomes unavailable or deliver better-quality streams when network bandwidth becomes available.

qWave uses several techniques to detect degradation and improvement in network conditions while an A/V stream is running. These techniques involve probing the network with traffic at a low rate and measuring the loss, latency, and jitter characteristics of this as well as the data traffic. Additionally, if a Wi-Fi network adapter is used on either the source device or the sink device, qWave monitors the signal strength at the network adapter and uses that information to infer network conditions.

Traffic Tagging and Shaping

One of the common scenarios for A/V streaming on home networks involves traffic flowing from a 100 Mbps Ethernet source to a much slower Wi-Fi device. In these cases, network packets can be dropped at the AP. Packets can be dropped when the A/V application transmits a burst of data (for example, one complete video frame of tens of kilobytes [KB]). Such a burst is transmitted at a fast rate over Ethernet and accumulates in the AP buffers. If the buffers are not large enough, packets are dropped.

qWave smoothes multimedia traffic at the source. The application can transmit in bursts, but qWave smoothes the bursts to the average stream data rate. qWave uses packet-shaping mechanisms that are available in earlier versions of Windows and are being extended in the Windows Vista release. The effect of qWave traffic smoothing is that buffering is moved from the AP to the source computer, which greatly reduces packet loss at the AP.

qWave also uses the tagging functionality that is part of the Windows networking stack to mark the A/V streaming packets with appropriate Layer 2 (802.1p for Ethernet and WME; 802.11e for wireless) tags and Layer 3 (DSCP) tags.

Message to IHVs and ISVs

A good customer experience will lead to the increased adoption of A/V streaming technology. By developing solutions that work well with qWave, IHVs and ISVs can leverage qWave support in the marketing of their products. Compatibility with qWave requires support for features described later in this section. For more information, see resource [1].
Networking IHVs and OEMs

Networking IHVs and OEMs provide home networking products such as Ethernet adaptors and home switches, wireless adaptors, wireless APs, and Internet Gateways (IGDs). The quality of these products is crucial for A/V streaming. Unstable bandwidth, poor reach (distance), intolerance to RF interference, and poor support for QoS (802.11e, 802.1p, and DSCP) can cause unacceptable user experience with A/V streaming applications.

To ensure that devices work well for A/V streaming, IHVs and OEMs must do the following:

· Develop drivers for Windows MCE products.

· Follow our home A/V guidelines:

Attend the WinHEC session, “A/V Streaming in the Home: Guidelines for Hardware Vendors.”

Refer to the “Requirements for Networking Hardware to Support Audio and Video Streaming in the Home” white paper([1]).

ISVs

A/V application developers must:

· Develop applications for Windows and take advantage of the qWave API.

· Develop products for devices that implement or are compatible with qWave functionality.

Conclusion

qWave, the network QoS functionality that will be available in the Windows Vista release, addresses home A/V streaming scenarios that involve real-time, high-priority traffic that shares a single network with best-effort, low-priority traffic. These scenarios present challenges for network QoS. The challenges are more critical for scenarios involving home networks that use Wi-Fi technology because of bandwidth, stability, and range limitations in WiFi technology.

qWave provides mechanisms to support home A/V streaming scenarios, such as admission control, packet prioritization, bandwidth measurement, run-time monitoring, enforcement, and feedback that can be used by A/V applications to provide glitch-free play-out to the user. The qWave framework uses standard network Layer 2 technologies with little or no dependency on the network hardware infrastructure. The qWave solution is independent of the physical media type, and therefore will work on every IP-based network, whether it is wired or wireless.

qWave will be integrated with solutions that address other issues for successful A/V streaming in the home. These solutions include transport mechanisms for A/V streaming, such as RTP and RTCP, network diagnostics, troubleshooting, and content discovery and management.
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� Compared to 802.11g networks, 802.11a provides increased throughput, decreased interference with other radio frequency (RF) devices such as cordless phones and microwave ovens, and additional RF channels for better operation in proximity with other 802.11a networks.


� I-Frames: standard MPEG-2 format makes use of I-, B-, and P- frames. I-frames are where the bulk of the picture information is sent, and B- or P-frames are where only delta information is sent.
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